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In three recent cases, courts have invalidated portions of
consumer clickwrap agreements containing either forum
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selection or binding arbitration clauses. In the first case, the
Washington State Court of Appeals invalidated a forum
selection clause found in a clickwrap agreement because the
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clause was contrary to state consumer protection policies. In
the second case, the California Court of Appeals rejected a
clickwrap agreement calling for binding arbitration in a
specified forum when the plaintiff sought to bring a class
action claim. Finally, the U.S. Court of Appeals for the Fifth
Circuit recently declared a binding arbitration clause because
it was unconscionable. Although these cases address a
relatively new form of contracting known as "clickwrap
agreements," the essential issue in each case was not new.
These cases suggest that courts are willing to accept the
validity of clickwrap agreements in general, but have
invalidated specific clauses based on traditional contract
doctrines such as unconscionability and public policy. This
Article examines these recent cases in light of existing
precedent concerning the enforceability of clickwrap
agreements.
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INTRODUCTION
<1>Three

recently decided cases appear to question the

enforceability of consumer clickwrap agreements — electronic
boilerplate contracts requiring electronic consent from the
consumer — containing forum selection and binding arbitration
clauses. In late 2005, the Washington Court of Appeals decided
Dix v. ICT Group Inc.,2 and invalidated a forum selection clause
found in America Online, Inc.’s user agreement. The California
Court of Appeals, in Aral v. EarthLink Inc.,3 invalidated a
binding arbitration clause that contained a forum selection clause
and a waiver of class action rights. Finally, in 2004, the U.S.
Court of Appeals for the Fifth Circuit invalidated one
telecommunications company’s binding arbitration clause in
Iberia Credit Bureau v. Cingular Wireless LLC.4 . These cases
involve contracts that were formed through clickwrap
agreements, whereby consumers entered into the contracts
online and assented to standard terms and conditions by
clicking a button or icon marked “I agree”.
<2>Although

several courts refused to enforce terms contained

in clickwrap agreements, these cases do not call into question
the enforceability of clickwrap agreements. Rather, they
illustrate the fact that courts will look at the actual terms of
such agreements and may invalidate specific terms based on
traditional contract concepts and their application to a new
generation of contracts.

CLICKWRAP AGREEMENTS IN CONTEXT
<3>The

term “clickwrap” refers to electronic contracts requiring

users to express their consent by clicking on an “I accept”
button, or an equivalent, before completing their purchase,
accessing the material they want to download or installing
software they have purchased. 5 Clickwrap agreements are
standardized contracts whereby consumers assent to a
boilerplate set of terms and conditions. Even if consumers take
the time to read the agreement, they must assent to the terms
if they want to consummate a particular transaction online, such
as downloading software, or purchasing goods or services. 6 As
with traditional contracts of adhesion, clickwrap contracts
provide an efficient way for those selling downloadable products
or services to provide online contracts to their customers.
<4>The first case in which a court upheld the validity of
https://digitalcommons.law.uw.edu/wjlta/vol3/iss3/4
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clickwrap agreements was Hotmail Corp. v. Van$ Money Pie
Anderson: Enforcement of Contractual Terms in Clickwrap Agreements: Courts
Inc.7 This case arose when Hotmail brought suit in federal court
against customers who were sending spam messages and
falsifying e-mails to make it appear that the spam originated
from a Hotmail account. Hotmail alleged in part that these
actions were a violation of the Terms of Service agreement that
each customer must assent to when opening an email account.
In granting the injunction in favor of Hotmail against the
consumers, the court found that Hotmail was likely to succeed
on its breach of contract claims. Although the court’s treatment
of the merits was limited, this case was important because it
held that a Terms of Service contract in clickwrap format could
be enforceable in court. 8
<5>Another

court was more explicit in its reasoning relating to

the validity of clickwrap agreements. In i.LAN Systems, Inc. v.
Netscout Service Legal Corp. 9 , a federal district court upheld a
clickwrap contract. In this case, i.LAN provided a network
monitoring service to customers and purchased software from
Netscout. Netscout and i.LAN signed an agreement allowing
i.LAN to resell Netscout’s software to customers. However, i.LAN
wanted to rent the software to customers: a practice Netscout
claimed was not allowed under the clickwrap license contained
in the software itself. In reaching its decision, the court focused
on whether clickwrap licenses as a rule were enforceable. 10 The
court held that they were and that by clicking on “I agree,”
i.LAN had overtly consented to the terms. 11 This explicit assent
was key to the court’s determination that the clickwrap
agreement was not invalidated by the earlier purchase order
agreement between the parties. 12
<6>In

addition to acceptance among courts, state and federal

legislation gives statutory support to these new contract forms.
This movement is evidenced in the federal Electronic Signatures
in Global and National Commerce Act (“E-Sign”) as well as in
the Uniform Electronic Transaction Act (“UETA”). These acts
were designed to make electronic commerce more efficient and
give legal effect to electronic records and signatures.

13

Thus,

the general enforceability of clickwrap agreements is becoming
more commonplace.14

HISTORY OF ARBITRATION AND FORUM SELECTION CLAUSES
<7>It

is important to note that forum selection and mandatory

arbitration clauses are the two types of clauses embedded in
clickwrap agreements that have recently been found
unenforceable
by Commons,
courts. 2007
These substantive additions to
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consumer contracts have become quite common in recent
Washington Journal of Law, Technology & Arts, Vol. 3, Iss. 3 [2007], Art. 4
years. 15 They each have histories in contract law distinct from
each other and from that of clickwrap agreements.
<8>Congress

passed the Federal Arbitration Act (“FAA”) in

1925.16 The FAA mandated that courts enforce arbitration
clauses the same way that they would enforce any other
contract clause.17 The FAA creates a general presumption and
public policy in favor of arbitration, and courts since the
passage of the FAA have upheld such clauses. 18 Despite the
willingness to enforce arbitration clauses, some courts may be
more skeptical of such clauses when they appear in consumer
contracts of adhesion, where one party may be viewed as
lacking significant bargaining power.19
<9>The

second type of clause at issue in recent cases is a forum

selection clause. These clauses mandate that any dispute that
arises out of the agreement will be adjudicated in a particular
jurisdiction — usually, a business’s home state. 20 A business
may benefit from more favorable laws in its chosen jurisdiction
or may simply seek to avoid defending suits all over the
country. 21 Such clauses are facially valid and will be enforced
unless such enforcement is unreasonable. 22 The United States
Supreme Court in M/S Bremen v. Zapata Off-Shore Co23 held
that the parties — a German tug company and an American oil
company — had bargained for their terms and entered freely
into a contract.24 Despite the fact that the towing company’s
alleged act of negligence toward the oil company’s drilling rig
took place off of the coast of Florida, the clause mandating that
the suit take place in London was thereby upheld.25 In the
context of consumer contracts, the U.S. Supreme Court has also
found that forum selection clauses are enforceable in contracts
of adhesion. For example in Carnival Cruise Lines v. Shute, the
Supreme Court upheld the enforcement of a forum selection
clause that was printed on the back of a customer’s cruise ticket
— which she did not receive until after the trip was
purchased. 26

HISTORICAL EXAMPLES OF FORUM SELECTION AND ARBITRATION
CLAUSES IN CLICKWRAP AGREEMENTS
<10> Although

courts tend to examine arbitration clauses

appearing in contracts of adhesion more carefully, arbitration
clauses in agreements that are legally analogous to clickwrap
agreements tend to be upheld.27 In Hill v. Gateway 2000, Inc.,
the U.S. Court of Appeals for the Seventh Circuit faced an
https://digitalcommons.law.uw.edu/wjlta/vol3/iss3/4
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agreement that contained an arbitration clause. 28 This clause
Anderson: Enforcement of Contractual Terms in Clickwrap Agreements: Courts
was in a contract between a buyer and a computer company. It
stated the terms of the contract became binding if the buyer did
not return the computer within 30 days. The court refused to
invalidate the contract because the customer had the
opportunity to opt out of the terms by returning the computer
and had failed to do so. 29 It also upheld the arbitration clause
despite the fact that it was not specifically highlighted in the
contract text. Significantly, the court held that the arbitration
clause must be treated to the same scrutiny as any other
clause.

30

Though this case is often cited in support of shrink

wrap 31 contracts in general, similar contracts have been
invalidated by state courts. 32
<11> As

with arbitration clauses, forum selection clauses in

clickwrap agreements have been challenged and are usually
upheld by courts. Forrest v. Verizon Communications, Inc.
upheld a forum selection clause despite the plaintiff’s
inconvenience in accessing it. 33 The plaintiff argued that he
would have had to scroll though a thirteen-page document, only
a small section of which was visible at one time, to read the
forum selection clause, i.e. he did not have adequate notice of
the clause.34 The court rejected this claim, finding that under
traditional contract law the plaintiff was bound by the terms of
the contract since he had an opportunity to read it before
consent. 35

EMERGING ISSUES IN CLICKWRAP AGREEMENTS CONTAINING FORUM
SELECTION CLAUSES AND ARBITRATION CLAUSES
<12> Recent

cases that have invalidated certain arbitration and

forum selection clauses in clickwrap agreements do not
represent a conceptual departure from cases that found such
clauses enforceable. However, by highlighting situations where
courts have found that companies contracting practices have
gone too far, they help identify the limits to when arbitration or
forum selection clauses may be enforceable in the clickwrap
context.
<13> Dix

v. ICT Group Inc. highlights the impact that consumer

protection laws can have on the enforceability of forum selection
clauses. The plaintiff in this case brought suit in Washington
State claiming that AOL billed her for additional accounts that
she did not create. 36 AOL moved to dismiss based on a forum
selection clause in the Terms of Service Agreement that all
customers assented to through a clickwrap format. The contract
specified
all disputes
would be litigated in Virginia.37
Published
by UWthat
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<14> The

Washington Journal
Law,Appeals
Technology found
& Arts, Vol.
3, Iss.the
3 [2007],
Art. 4
Washington
Courtof of
that
Washington

Consumer Protection Act38 provided significant protection to
Washington consumers that would not be available under
Virginia laws. Most notably, Virginia law would not allow
consumers to file class action suits, while Washington law
specifically provides for such relief. The individual damage
claims of consumers were small; without class action status, the
consumers would be unlikely to travel to Virginia to litigate their
claims.39 The court held that enforcing the forum selection
clause against these customers would result in a violation of the
Consumer Protection Act’s aim of protecting the state’s citizens
from unfair and deceptive practices.40
<15> The

Washington court looked to several other jurisdictions

and found that states are split on the issue of whether AOL’s
forum selection clauses are invalid pursuant to state consumer
protection acts. In America Online, Inc. v. Superior Court, a
California case decided in 2001, the court held that the forum
selection clause was unenforceable as “a contractual waiver of
the consumer protections under” the California consumer
protection laws. 41 California’s Consumers Legal Remedies Act
(CLRA) specifically contains a provision voiding any purported
waiver of rights as contrary to public policy. 42 The court found
that enforcement of a forum selection and choice of law clause
would amount to a waiver of rights under the CLRA and was
therefore void. Beyond this reasoning, the court focused on the
fact that the litigation would take place in Virginia, where the
laws provided significantly less consumer protection and would
not provide plaintiffs with class action status. The rights lacking
from the Virginia statute were so significant to the court that it
found that enforcement of the forum selection clause would
violate public policy. By contrast, in Koch v. America Online,
Inc., a Maryland court held that the unavailability of class action
lawsuits in Virginia was not fatal to AOL’s forum selection
clause.43 The Maryland court found that while the plaintiff
would have a class action option in Maryland that was not
available in Virginia, that did not violate Maryland’s public policy
of allowing residents access to the judicial system. 44 Unlike the
California plaintiffs, Kotch did not appeal to a specific consumer
protection clause, and Maryland’s laws were not as protective as
California’s. The split among jurisdictions illustrates that the
enforceability of forum selection clauses is largely dependent on
an individual state’s consumer protection laws and may be
impacted significantly by the emphasis placed by an individual
state on class action rights. 45
<16> While the lack of consumer bargaining power alone does not
https://digitalcommons.law.uw.edu/wjlta/vol3/iss3/4
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tend to invalidate arbitration clauses, Iberia Credit Bureau v.
Anderson: Enforcement of Contractual Terms in Clickwrap Agreements: Courts
Cingular Wireless LLC indicates that one-sided mandates in such
clauses may be found unconscionable. This suit involved three
cellular-telephone providers (Cingular Wireless, Sprint Spectrum,
and Centennial Beauregard) who were sued by customers over
allegedly deceptive trade practices and breaches in customer
service agreements. 46 All three companies sought to dismiss
the suits against them and compel arbitration. Each company
required customers to sign an agreement at the time they
opened their accounts or when they added extra phones to the
plan. Alternatively, they received information stating that by
activating their phones, customers would be demonstrating
implicit assent to those terms and conditions. These terms
contained arbitration clauses. Though these contracts do not
exactly fit the definition of a clickwrap agreement. They operate
in a similar fashion when the customers are “bound” by contract
terms when they activate their cell phone service.
<17> In

Iberia the court looked at each defendant and its

respective contract separately. Pursuant Hill v. Gateway and the
Federal Arbitration Act, the court did not regard the arbitration
agreements any differently than other contract terms.47
Cingular and Sprint’s arbitration terms withstood this scrutiny
despite being contained in an adhesion contract.
<18> Centennial’s

arbitration clause, on the other hand, was held

unenforceable. Centennial’s contract language appeared to only
bind the customer to arbitration while allowing the provider to
seek litigation in disputes. The court focused on one critical
sentence in the clause: “You agree that instead of suing in
court, you will arbitrate any and all disputes and claims arising
out of this Agreement of the Service.”48 The court found that
this sentence made the clause one-sided despite the fact that
the rest of the paragraph refers to “you” and “we.” The court
found this one-sidedness in the contract’s terms to be
unconscionable under Louisiana law and therefore refused to
enforce the arbitration requirements against the customers suing
Centennial. 49
<19> The

issues in Aral v. Earthlink Inc. relate to both Dix and

Iberia. In Aral, the court invalidated terms of a clickwrap
agreement based on general notions of unconscionability as well
as specific state consumer protection laws. The plaintiff in this
case brought suit against Earthlink Inc. claiming that Earthlink
had improperly billed him for high-speed Internet service from
the date of the order rather than the date when he actually
received equipment to use the service. 50 The plaintiff brought
suit in California and sought class action status for similarly
Published
by UWcustomers.
Law Digital Commons, 2007
situated
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Washington
of Law, Technology
& Arts,based
Vol. 3, Iss.on
3 [2007],
<20> Earthlink
movedJournal
to dismiss
the action
two Art. 4
provisions contained in the clickwrap agreement. It claimed that
the plaintiff assented to these terms when setting up his DSL
service. The first provision expressly stated that there could be
no class action arbitration for any disputes. The next provision
called for arbitration for any dispute and mandated that the
arbitration would be held in Atlanta, Georgia. 51
<21> The

California Court of Appeals upheld the arbitration

mandate, but found that the waiver of class action rights was
invalid under the FAA and California’s consumer protection laws.
The court reasoned that the FAA specifically allows state laws to
invalidate arbitration clauses if the clauses violate general state
contracting principals. Furthermore the court found that the
contract’s requirements of arbitration and exclusion of class
action rights violated the state’s laws, which specifically names
waivers of class action rights as unconscionable. The court was
clear to point out that this analysis would apply whether this
was in an arbitration agreement or in any other contract.52 The
court also noted the procedural unconsionability of the contract
arising from the fact that consumers were sent the product and
the contract with no opportunity to opt out. Though the court
notes that this is “quintessential procedural unconscionability”53
it is not clear if this would be enough to invalidate the clause
without the substantive unconsionability. Lastly, the court found
that the forum selection clause was unreasonable and
unenforceable because it was not appropriate to require
customers with small monetary claims to travel across the
country to settle their claims.54
<22> Both

Aral and Dix emphasize the important role of class

action rights provided in consumer protection laws. In both
cases the existence of a strong state protection of class action
rights contributed significantly to the court’s invalidation of the
individual contracts, class action rights in particular were
significant to both courts. When drafting clickwrap contracts,
businesses need to be aware of the possible interaction with
other states’ consumer protection and class action statutes. If
drafters select a state that has relatively less protective
consumer laws or class action rights, they run the risk of having
forum selection or arbitration clauses invalided in other states.

CONCLUSION
<23> Clickwrap

agreements are a relatively recent development

in contract law, but they have become a legally enforceable
staple in modern business. Businesses drafting clickwrap
https://digitalcommons.law.uw.edu/wjlta/vol3/iss3/4
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agreements can be secure in forming these new contracts, but
Anderson: Enforcement of Contractual Terms in Clickwrap Agreements: Courts
they cannot forget the importance of traditional contract
concepts as they apply to all agreements. Recent cases
invalidating clickwrap agreements did not attack the contracts
on their form, but rather on their substance. The fact that the
courts invalidated these contracts based on traditional
contractual concepts re-emphasizes that clickwrap agreements
have become an accepted form of contracting that do not
require special analysis. In each of these cases the specific
terms were invalidated because the courts found them to be
unenforceable on traditional contract grounds. The individual
clauses invalidated were either contrary to public policy because
they went against state consumer protection clauses (in
Washington and California) or because the contract was
unconscionable. It is unclear whether these courts were reacting
to the substance of the contractual terms solely or whether the
form in which the companies secured consumer assent also
factored in to their decision.
<< Top
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