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ENFORCEMENT INTERESTS AND PRIVACY INTERESTS?

Shaobin Zhu1
©Shaobin Zhu

Abstract

The Internet and advances in telecommunications technology present unprecedented opportunities

for cross-border fraud and deception directed at U.S. consumers and businesses. However, the

Federal Trade Commission’s (“FTC”) ability to obtain effective relief may face practical

impediments in prosecuting these cross-border wrongdoers. To help address the challenges posed

by the globalization of fraud, President Bush signed the Undertaking Spam, Spyware and Fraud

Enforcement With Enforcers Beyond Borders Act of 2006 (“U.S. SAFE WEB Act” or “Act”) into law

on December 22, 2006. This Article discusses the FTC’s expanded enforcement authority granted

by the Act to fight fraud and deception, and particularly to fight illegal spam, spyware, and cross-

border fraud and deception. Privacy advocates have voiced concern that the FTC may now have

more power to invade the privacy of U.S. citizens. This Article concludes that the Act’s grant of

power to the FTC is not too broad, and that the Act maintains an appropriate balance between

law enforcement interests and privacy interests.
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Introduction

<1>Internet and telecommunications technology developments have brought many advantages to

consumers. At the same time, they have also provided unprecedented opportunities for those

engaged in illegal spam, spyware, fraud and deception to establish operations in one country and

victimize a large number of consumers in other countries. Miscreants are now able to use the

Internet to victimize consumers in ways not previously imagined. For example, “deceptive spammers

can easily hide their identity, forge the electronic path of their email messages, and send messages

from anywhere in the world to anyone in the world.”2  These businesses “can strike quickly on a

global scale, victimize thousands of consumers in a short time, and disappear nearly without a trace

– along with their ill-gotten gains.”3

<2>There are no boundaries for the Internet and electronic commerce, and cross-border fraud and

deception have been a growing problem for consumers and businesses in the U.S. and abroad.4  The

FTC received over 86,000 cross-border fraud complaints in 2005 and over 95,000 in 2006.5  Cross-

border fraud complaints comprised 20% of all fraud complaints received in 2005 and 22% in 2006.6

Among cross-border complaints, 85% were from U.S. consumers complaining about foreign

businesses in 2005 and 86% in 2006.7  Further, many dangerous online networks, including some

peer-to-peer networks, are often located outside the U.S. to avoid U.S. laws.8

<3>Consequently, cross-border fraud affecting American consumers is becoming an increasingly

common problem facing the FTC.9  Specifically, the FTC encounters:

[P]ractical impediments when wrongdoers, victims, other witnesses, documents, money

and third parties involved in the transaction are widely dispersed in many different

jurisdictions. Such circumstances make it difficult for the [FTC] to gather all the

information necessary to detect injurious practices, to recover offshore assets for

consumer redress, and to reach conduct occurring outside the United States that affects

United States consumers.10
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<4>To address these impediments, President Bush signed the Undertaking Spam, Spyware and Fraud

Enforcement With Enforcers Beyond Borders Act of 2006 ( “U.S. SAFE WEB Act” or “Act”)11  into law

on December 22, 2006.12  Designed to help address the challenges posed by the globalization of

fraud, the Act helps the FTC protect consumers from fraud and deception, particularly illegal spam,

spyware, and cross-border fraud and deception, by “(1) improving the FTC’s ability to cooperate with

foreign counterparts in specific cases and investigations; (2) improving the FTC’s ability to gather

information; (3) enhancing the FTC’s ability to obtain monetary consumer redress; and (4)

strengthening the FTC’s enforcement cooperation networks.”13

<5>At the same time, there might be concerns that the U.S. SAFE WEB Act’s grant of increased

power to the FTC is too broad, permitting the FTC to invade the dealings of legitimate businesses and

individuals’ privacy. However, because the Act’s grant of authority to the FTC is relatively modest in

scope, privacy advocates’ concerns seem overstated. The Act maintains an appropriate balance

between law enforcement interests and privacy, and the FTC is monitored to make sure that privacy

rights are not violated.

SUMMARY OF THE U.S. SAFE WEB ACT

<6>The U.S. SAFE WEB Act improves the FTC's ability to protect consumers from cross-border fraud

and deception. The Act grants the FTC more power to cooperate with foreign and domestic

authorities, obtain information supporting its cross-border investigations, enhance cooperation with

the Department of Justice (“DOJ”), and utilize more resources to fight against cross-border fraud and

deception.

<7>First, the Act improves the FTC's investigative cooperation with foreign authorities by broadening

reciprocal information sharing and reducing restraints on evidence gathering.14  Under the Act, the

FTC can share confidential information in consumer protection cases with foreign law enforcers,15

subject to appropriate confidentiality assurances.16  The Act allows the FTC to conduct investigations

and obtain evidence on behalf of its foreign counterparts if it determines that such actions are in the

public interest.17  The investigatory tools include civil investigative demand (“CID”) process18  and

evidence gathering pursuant to 28 U.S.C. § 1782,19  which were not available to the FTC in cross-

border investigative cooperation.20  The Act also authorizes the FTC to negotiate and conclude

international agreements when required as a condition of reciprocal assistance.21  Finally, the Act

helps to obtain more confidential information from foreign sources, by exempting information

provided by foreign agencies from public disclosure laws.22

<8>Second, the Act improves the FTC’s ability to obtain information supporting cross-border cases23

by protecting the confidentiality of FTC investigations.24  It safeguards FTC investigations by:

(1) [G]enerally [exempting] recipients of [FTC] CIDs from possible liability for keeping

those CIDs confidential; (2) authorizing the [FTC] to seek a court order in appropriate

cases to preclude notice by the CID recipient to the investigative target for a limited

time; and (3) tailoring the mechanisms available to the [FTC] to seek delay of

notification [at the time] required by the Right to Financial Privacy Act (“RFPA”) or the

Electronic Communications Privacy Act (“ECPA”), to better fit FTC cases.25

<9>The Act prevents notifying subjects of investigations if they may be likely to destroy evidence or

move assets offshore or conceal them.26  In addition, the Act protects certain entities “from liability

for voluntary disclosures to the FTC [relating to] suspected fraud and deception,”27  increasing the

likelihood of such disclosures from third parties.28  Furthermore, the Act allows information sharing

with federal financial and market regulators.29  In the cross-border context, interagency information

sharing with financial regulators is particularly helpful in tracking assets for consumer redress.

<10>Third, the Act improves the FTC’s ability to take effective action in cross-border cases by

enhancing cooperation between the FTC and the Department of Justice in foreign litigation,

confirming the FTC’s remedial authority in cross-border cases, and clarifying the FTC’s authority to

make criminal referrals.30  The Act permits the FTC to work with the DOJ in using additional staff and

financial resources relating to FTC-related foreign litigation, such as freezing foreign assets and

enforcing U.S. court judgments abroad.31  The Act confirms the FTC’s remedial authority in cross-

border fraud and deception cases where injury or material conduct occurs within U.S. The FTC can

apply all legal or equitable remedies, including restitution, available to it in cross-border cases. 32

Furthermore, the Act expressly authorizes the FTC to make criminal referrals for prosecution when

violations of federal trade practice law also violate U.S. criminal laws.33  This improves information

sharing with foreign agencies that treat consumer fraud and deception as a criminal law enforcement
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issue.

<11>Fourth, the Act strengthens the FTC’s cooperation and relationship with foreign authorities by

providing foreign staff exchange programs, authorizing expenditures on joint projects, and

authorizing reimbursement from other law enforcement entities, including foreign agencies.34  This

gives the FTC more resources to fight against cross-border fraud and deception.

<12>Lastly, the Act requires the FTC to report to Congress within three years after the enactment of

the Act, providing important information to Congress on FTC accountability and cross-border trends

and needs. The report will describe the FTC’s use of its new authority and recount the number and

types of requests for information sharing and investigative assistance, the disposition of such

requests, the foreign law enforcement agencies involved, and the nature of the information provided

and received.35

IS THE U.S. SAFE WEB ACT’S GRANT OF POWER TO THE FTC TOO BROAD?

<13>The U.S. SAFE WEB Act raises concerns about the FTC’s intrusion into U.S. citizens’ privacy rights

when foreign law enforcement agencies request investigative cooperation. These concerns are over

the FTC’s power to share confidential information with foreign law enforcers, delayed notice of

process, third party voluntary disclosure, and the FTC’s authority to access and disclose financial

information.

<14>The first possible privacy concern raised by the Act involves the FTC’s power to share

confidential information with foreign law enforcers. Section 4(b) of the Act allows the FTC to conduct

investigations and discovery to help foreign law enforcers in appropriate cases,36  and §§ 4(a) and

6(a) authorize the FTC to share confidential information in its consumer protection files with foreign

law enforcers,37  subject to appropriate confidentiality assurances.38  These provisions might lead to

baseless intrusion into U.S. citizens’ privacy rights when foreign law enforcers’ allegations are

unfounded.

<15>However, this concern seems remote. The FTC is not the first agency to have this authority;

federal statutes have already granted several other federal agencies authority to share such

information with foreign counterparts.39  These agencies’ practices have not created any real

problems with regard to U.S. citizens’ privacy rights or no such problems have been widely reported.

Moreover, §§ 4(a) and 6(a) do not authorize any new privacy invasions because the information

shared is from investigations already pending in the FTC.40  Section 4(b) has a greater privacy

impact than §§ 4(a) and 6(a),41  however investigations and discovery under this section require the

Commissioners approval.42  Thus, the true privacy risk of the U.S. SAFE WEB Act may be minimal.

<16>A second possible cause for concern is delayed notice of process. Section 7 protects the

confidentiality of FTC investigations by preventing or delaying notice of process to those under

investigation if the FTC believes notification may produce an “adverse result.”43  This is similar to

provisions of the proposed International Consumer Protection Act of 2003 (“ICPA”), which would

grant the FTC power to access information about an individual but delay notice of process to the

individual.44  The Center for Democracy and Technology (“CDT”) has criticized this ICPA provision

because it might deprive an individual the right to challenge a subpoena.45  Similar concerns might

be raised with the U.S. SAFE WEB Act. Traditionally, when the government seeks records relevant to

an authorized investigation from an individual, it can seize them with a court order.46  The recipient

of an order has the opportunity to challenge it.47  However, the CDT’s Associate Director has

highlighted the specific concerns raised by the ICPA when an individual’s information is sought though

third-party subpoena:

[M]ore and more records about individuals and companies are held by third parties –

including [financial institutions] and online service providers – who may have no interest

in seeking to ensure that a subpoena is narrowly focused, since the records do not

pertain to them. Increasingly, the government is seeking to prohibit holders of data from

disclosing to their customers the fact that the government has sought their records. This

means that the person whose privacy is being breached has essentially no opportunity to

challenge the subpoena.48

<17>These problems stemming from delayed subpoena notice become more serious in the

international consumer protection context because “records will be disclosed to foreign governments,

against whom redress may be extremely difficult if the records are misused.”49

<18>Nevertheless, CDT’s delayed notice concerns may not apply to the U.S. SAFE WEB Act. The ICPA

would have authorized FTC cross-border cooperation in cases involving conduct that would not be
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illegal if committed in the US.50  In contrast, § 4 of the U.S. SAFE WEB Act explicitly states that the

FTC provides investigative assistance to foreign law enforcers only if the assistance “concerns acts or

practices that cause or are likely to cause injury to a significant number of persons,” is limited to

practices substantially similar to practices prohibited by any provision of laws administered by the

FTC, and would not “prejudice the public interest of the United States.”51  Moreover, § 7 applies the

delay of notice only when notification may cause an “adverse result.”52  The provision strictly

confines the definition of “adverse result” to limited situations, such as endangering the life or

physical safety of an individual, flight from prosecution, or the destruction of or tampering with

evidence,53  and there is the additional security of mandatory judicial approval for delaying

notification and prohibiting disclosure.54  Moreover, the provision sets upper limits for delaying notice

at sixty days “if there is reason to believe that disclosure may cause an adverse result,” or otherwise

up to thirty days for each request, with a maximum of nine months.55  Thus, concern over § 7’s

delayed notice provision seems attenuated.

<19>The U.S. SAFE WEB Act also raises concern about third party voluntary disclosure. Section 8

protects a limited category of entities56  from liability for voluntary disclosures to the FTC about

suspected fraud or deception, or about recovery of assets for consumer redress. However, the Act

does not provide mechanisms for preventing these entities from abusing this right, nor does it impose

liability or provide remedies for wrongful disclosure. Nevertheless, the Act’s disclosure provision is

similar to longstanding exemptions for financial institutions making disclosures of suspected

wrongdoing to federal agencies.57  The press has not reported that the American public is outraged

by financial institutions abusing this right. In addition, permissible disclosures under § 8 are

restricted to suspected fraud or deception, or for the purpose of recovery of assets for consumer

redress.58  For these reasons, the risk that information so disclosed will be abused under the U.S.

SAFE WEB Act seems modest.

<20>One final concern about the Act relates to its disclosure of financial information provision.

Section 10 adds the FTC to the RFPA’s list of financial and market regulators allowed to share

financial information.59  This is similar to a provision of the proposed ICPA that would have

authorized the FTC to disclose financial information. 60  The Electronic Privacy Information Center

(“EPIC”) was concerned that this ICPA provision would give the FTC authority to access bank reports

and other financial data under the guise of fighting cross-border consumer fraud and deception.61

The EPIC’s concern may be relevant here. Under the U.S. SAFE WEB Act, the FTC would have

“discretion to share financial information without any oversight to make sure it is shared

appropriately.”62  There is no limit on what sort of information can be exchanged: the FTC could

examine financial institutions’ customer records, without notification to the customers, under the

guise of examining records regarding the financial condition of the institution.63

<21>Concern over the FTC’s authority to access and disclose financial information, however, may not

be well founded. The FTC is one of only four federal financial and market regulators that have been

authorized to share financial records.64  The FTC would be subject to the same restrictions applied to

other regulators. The U.S. SAFE WEB Act explicitly restricts sharing to only that “among and between

the five member supervisory agencies.”65  Moreover, the Federal Trade Commission Act66  already

adds a safeguard—the FTC has no jurisdiction to investigate banks.67  Thus, the concern over

disclosure of financial information may be relieved. The concerns of privacy advocates about the

FTC’s expanded powers under the U.S. SAFE WEB Act may be somewhat exaggerated as the Act

grants the FTC only limited powers.

FINDING A BALANCE BETWEEN LAW ENFORCEMENT INTERESTS AND PRIVACY INTERESTS

<22>The FTC’s Internet investigation authority may be a double-edged sword. While the FTC’s

Internet investigation and information sharing authority would protect U.S. citizens from cross-board

fraud and deception, it might also invade their privacy. Such potential for both favorable and

unfavorable consequences begs the question: Has the U.S. SAFE WEB Act established an appropriate

balance between law enforcement interests and privacy interests?

<23>The U.S. SAFE WEB Act may raise privacy concerns over the sufficiency of private information

protection required of the FTC. The FTC has the duty to protect private information it collects from

unlawful disclosure. The Privacy Act restricts federal agencies from disclosing private information from

government records unless appropriate notice is given and individual consent is received.68  The U.S.

SAFE WEB Act protects certain entities from liability for voluntary disclosures of individuals’

information relating to suspected fraud and deception,69  and allows the FTC to share information

with federal financial and market regulators.70  The FTC will thus keep a huge collection of personal

data that are aggregated, sifted, and networked at the national level. This clearly implicates privacy
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concerns. The Act does not include any mandate requiring the FTC to treat collected information in a

manner that complies with applicable federal law on privacy. It does not specify procedures for the

FTC to protect individuals’ constitutional and statutory privacy rights. Recent well-publicized incidents

of breaches of databases containing personal data have increased public concern that the government

may be unable to provide adequate protection for their personal data.71  The FTC may also face

growing pressure to ensure that the personal data they collect is protected.

<24>However, the FTC is not the only agency confronted with protecting private information and

protecting such information is a challenge which likely predated the U.S. SAFE WEB Act. In the

Internet age, adequate protection of private information is an increasing challenge for many federal

agencies. In 2003, the Government Accountability Office estimated that about “70 percent of the

agencies’ systems of records contained electronic records and that 11 percent of information systems

in use at those agencies contained personal information that was outside a Privacy Act system of

records.”72  “Although the Privacy Act, the E-Government Act, and related OMB guidance set

minimum requirements for agencies, they may not consistently protect personally identifiable

information in all circumstances of its collection and use throughout the federal government and may

not fully adhere to key privacy principles.” 73  To cope with this challenge, the FTC has formed a

Privacy Steering Committee to “oversee[] the FTC’s own internal privacy policies and procedures” “for

the collection, use, sharing, retention, storage, and disposal of FTC information, with particular

emphasis on the treatment of personally identifiable information.”74  The committee will also ensure

the FTC’s compliance with federal privacy laws and guidelines.75

<25>In sum, the U.S. SAFE WEB Act does not provide any special mechanism to protect private

information the FTC collects from unlawful disclosure, nor does it provide guidance on striking an

appropriate balance between law enforcement interests and privacy interests. However, the FTC’s on-

going privacy protection measures may significantly relieve these privacy concerns.

CONCLUSION

<26>The U.S. SAFE WEB Act provides the FTC expanded enforcement authority to fight illegal spam,

spyware, and cross-border fraud practices. Critics of the Act believe that this increase in authority

may come at the price of reduced privacy rights for businesses and consumers. However, the Act

strikes a careful balance between law enforcement interests and privacy interests, so these concerns

are less serious than they first appear.
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any person may have violated any provision of the laws administered by the

Commission.” 15 U.S.C. § 57b-2(b) (2006).

41. Id. at § 46(j).

42. “Upon a written request from a foreign law enforcement agency to provide assistance…the

Commission may…conduct such investigation as the Commission deems necessary to

collect information and evidence pertinent to the request for assistance.” Id.

43. Id. at § 57b-2a (2006).

44. S. 1234, 108th Cong. § 206 (as introduced in the Senate, June 11, 2003; also called the

Federal Trade Commission Reauthorization Act of 2003), available at

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?

dbname=108_cong_reports&docid=f:sr127.108.pdf (last visited June 22, 2008).

45. The International Consumer Protection Act of 2003: Hearing on H.R. ____ Before the

Subcomm. on Commerce, Trade, and Consumer Protection of the H. Comm. on Energy

and Commerce, 108th Cong. (2003) (statement of Ari Schwartz, Associate Director,

Center for Democracy and Technology), available at

http://republicans.energycommerce.house.gov/108/Hearings/09172003hearing1077/Schwartz1710.htm

(last visited Mar. 12, 2008) [hereinafter “Schwartz Testimony”].

46. The Fourth Amendment of U.S. Constitution provides: “The right of the people to be

secure in their persons, houses, papers, and effects, against unreasonable searches and

seizures, shall not be violated, and no warrants shall issue, but upon probable cause,

supported by oath or affirmation, and particularly describing the place to be searched,

and the persons or things to be seized.” U.S. CONST. amend. IV; Schwartz Testimony,

supra note 43.

47. Schwartz Testimony, supra note 43.

48. Id.

49. Id.

50. Id.

51. 15 U.S.C. § 46 (2006).

52. Id. at § 57b-2a.

53. “(g) ADVERSE RESULT DEFINED.--For purposes of this section the term ‘adverse result’

means--"(1) endangering the life or physical safety of an individual; (2) flight from

prosecution; (3) the destruction of, or tampering with, evidence; (4) the intimidation of

potential witnesses; or (5) otherwise seriously jeopardizing an investigation or proceeding

related to fraudulent or deceptive commercial practices or persons involved in such

practices, or unduly delaying a trial related to such practices or persons involved in such

practices, including, but not limited to, by-- (A) the transfer outside the territorial limits

of the United States of assets or records related to fraudulent or deceptive commercial

practices or related to persons involved in such practices; (B) impeding the ability of the

Commission to identify persons involved in fraudulent or deceptive commercial practices,

or to trace the source or disposition of funds related to such practices; or (C) the
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Commission.” 15 U.S.C. § 57b-2a (2006).

54. See Id. at § 57b-2a (b)(1).

55. Id. at § 57b-2a.
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domestic: (1) A financial institution as defined in section 5312 of title 31, United States

Code. (2) To the extent not included in paragraph (1), a bank or thrift institution, a
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59. 12 U.S.C. § 3412(e).
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